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ABSTRACT 


The rapid development of technology in the 21st century has led to the fact that the geopolitical structure of 
the modern world depends not only on the strength of armies, but also on the proper functioning of cybersecurity 
systems. Based on this, the developed countries of the world ,compete" with each other in the cyber defense 
field and taking active offensive measures. Unambiguously the US cybersecurity system has no competitors in 
the modern world, and the national cybersecurity systems of Great Britain and France are sufficiently effective. 
For their part, the Russian Federation and China are also actively trying to keep up with the development of 
modern technologies to meet the requirements and challenges of cyberspace. Every year, the leading countries 
of the world spend vast amounts of money on the improvement of their cybersecurity systems, as well as on 
the development of new technologies, which directly indicate the importance of strong cyber systems and the 
necessity to create a sustainable cybersecurity environment in the world. 
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godghbo3Mpq, 30Mybo 


dIbI380M0 


XXI bog8y6gd0 HaAIJSEMeEmmMEAQOOL LEM0Q300 Qd- 
630M0Mg000 = Bd6080MMd0, MMA Mobd9DHMIB9 
BLOQGM Mb BAM8MMAMHOZ_IMHO AMBYMdd OodMg0- 
MJ0VMONd O0Hd DoOMEDMO Jggybgoob oMGoob Lodeno- 
9989, 0M009O Z0dgMyALoQAMMbmy|dab Lobdgdgoob 
B0dOMMIOD BQIoOMd0BgV. LEMMH]@ oMbodbyCowob 


B00MIDNGH), ALMQmonb gobgoMoMge0ygeM0 J39- 
y6900 JgOmdobyML ,gs0dMQd006" 30dg9MLAIMMdO 
BIQDHZMN MOZM3ZNH0 LoOLAGIgaLoO Oo oghoyQMO0 
09HNZ0M0 MMBabdagdgdab BohoMgd0d0. Dgadengdo 
BO@bLobdO@ NMYZob, MMI odAQhMOBZOL JAggmMY|dq~@O 
AHOH|QaL BodgHMyQboQmMMbmygdab Lobd}gdob Mo6009- 
0MM3Z9 DLMQMmMdGO 3MbsqMJbHHO oH Byogb, obg389 
LO{d0MO JVBIJHIMO BogM™Mo0obHgoyj@mo bodgW_mbo 


“LAW AND WORLD“ 


Od LOYModH|aqgMob QAOHMZ6qEM BndgMyboyMmMmbm- 
ob babdg|gdg00. Mogob ddMng, MyAbgmab QgmMgM0(300 
Od HNBQHOEY oJHOVMO 3.M0cMMd96, 0 HhodmmMhbg6 
M0609DMM3Z9 HAJIsGMeEMmmeEagdsoab aodHZaMoMg|oo0b, 
Mood 4ggb000090MO6H)6 30d9ML0{ZMH39d0 oMLgdgCD 
BMMOMZHQoLO Od B00MB3g8g90b. yr“ugembBmonymo@ 
BLMQenoMb BodyZ060 J3ggyb6g00 BMeyMbom~myM oo- 
Hb|AdbL boM$0396 LoBgAMoMo Jggybgoob 30dgM]7bL0Q3- 
GQMomg|doab Lobdgdgsab BobZgoMoMgonb, Mobgg60bo 
Mod OHo~M HAJEMenMEagdaL Jgdqd03950b AodboM, 
MHo3 8oMOos0M AoobodbHygob ombodby~mo bobdgdg- 
HOLD Od BLMQMMGO AyoMo ZndghHyQbogmamb~ go- 
gdmb dggdbob db0d3gbg~MMdo0dg. 


dbMBMOMb J30960d0b 
JNBIMILISHMDbMINL IMM36I0 
bObOIdId0 


009H0Z30b AQggMM|QegMO JHowge0: 3009M@d- 
BodoQ@moab Gnb.oMIM|Q CHdMMoaL LHAMoAgB00b 
DQMAQBZOLOb, GVOCObobog 060dZbgeMMZ0600 ALAMO 
Jggybg00b B00MEBZ@NM|OL Bod00M]Jd0, MMEa~r- 
Mo0gu oMob ovdghHogob JgqgMMgeg@mOa Jdhodgeo, 380- 
Hd0NO0H oOMHOGHAE bLob|gmMdIbOQMdoO 3ndg9M@obo- 
doQm@Moh 6nbd0MID|s SHdMM AL AQVNMOMMMENOS 
oMBEM|yA@M|ob oM3g@mob. 

8MI8NVHIHM QO HAJEMEMmMBEagoob ao0dMyg969g- 
00D HoMgboEMN OobodoQmob Gobo.oMda@|e oHd~- 
Moab d0d60M saMEgMO LodoHHMM|0M0B0 OM<Z7- 
A9JGdH0 0d0-OLb 3BMHQM gbLId 1984 B9EMb JdooMM Oo 
Ob B6MONMOD ,3Md809IHIHOM MoOMCoaMmModoabo 
Od BOLO dMOMAO BodMy Jbgdab Agbobgo* oJaob 
bobgm@mbBmM@ go0m. oMbNdHA~M LodoMMMy|dM0380 
O0JHOM, MOZOG8OMZ9MIO BoMZo0mobb0bg0yg@mo 
0YM LoZg0@obbZ0 bobob JgdM]7M38g900. Bg9mdMOa, 
NBO SZ0MOJ09M|0OS Lo{o.dMdN|_0M MMadb~r- 
gob, ©Md 3M63MgbgmMO BoOMOb BOQM 3Mdds80qh9g- 
MyM bobdgdodo Hygd0Ld0gHN QOMMdODM JgMBQZ0b 
099M6393000, 80MZ89~M Mngd0, IM|gdM38gd0060M 
8H80G90INM|]OO NGOL OoboMobHQAM|g0Moa@, MMmd 
09MB9BZ0 BVHHMHYNQEAONMD OYM Ybgd0MMZMO. 
O0Mb6NdHAEMO Lobob MOJdyjeEng00 BoIMMnYbOZ8@d 00 
80M gd50b LobLbmMoabbodoMMMy|dM038 8obyb0bdag0- 
MMdob, ©MIM|INY MYGOoY Bg900MMgob Lbgo- 
ModbLOZ0 BB0M IAM8MBgd00b 49dMg~, ob980 IM08~- 
390@696 bLbZgo AMALDOM|gde@nab 3B3MdsN_H_gHmM]EY 
O8MboBgdgoOb. bL|gbgdgEMOa ogo oM OMBZ0MObLED- 
69d@o bobbeMabbodoMHM@y|0MH0g sBobyjbobdage- 
MOMdob OLgMN JAQMgdOLOMZObL, MMM@]LoY dgmbg- 
B30 DOJOMHS 3BMH3MH]7HQMO Bodbob aoM|dQg. 1994 
Bab B0H338I9IMO GBB8C@om|dgo00 JDgZO@d ,,3md- 
80909H0OD HWOMMaMMOaLS Od JOLbO sMMMHo@ 


B0dMYgbgdab Agbobgo" oJHdGO, Moy gobs0MMdg- 
09M NYM BNdQMMdIAHIGZgg00b Gogh, Lbgobo 
8Md80gHgHM QM LabdA|gIgdOb Modn0Hg00b BodboM, 
LoZ0MobLb3Z0 Lobob goMyQbAMO 8BHMEModgo0b Bgd- 
B60. OMbHNGHYE ogHdo Ygemamy|dgoob Aghobo 
09GNM|ONCMO OYM, 3N600@06 dggmon Myg@oJ300M 
dNMNM0ON O93IHHO B089MJ0VMO NYM BMZO0@ 
8M9809H9H | bLobsd|gdodGO VZ06M6M JAgmMbB|gZ80B9 
@d bogMHMO oH OYM MOoMgaqmoaMyoyjenoa B0- 
O9NMOIAHdIOZOb ANAM BMdAsNAdAGM|aE@O LoObd|gdOb 
B0dMYgH900 LbZgo@M@obbZg0 bLobob MobodoyjQeob 
Ho@gb6ob Anodbom. Bo6OMHMEBN9MI|0gJMO bod3{306M- 
6dOMJdEOM YZ{MOM|dQ0OL Dobobdow@, Lobbenob- 
LodoMOM|OM0Z0O@ WMobsoMa Jdg@|00 Booba@d 
Logobo 3MdAsaAAAM|AMO babdA|gIOL 06 BOLO AMbo- 
390900b Modso06g00b AoOdboM, LoZgo@obbgo bobob 
00369 8MMAMddObL, BMM Qoob 06 06QMMdoGBOOb 
B0M0B00Z603. ob9389 LOLoOmMoObLbodoHaMy|dM080 
BOLQVOOLARIO~MMdS BodbOLoBMZMd 3Mdd0ghgMD- 
MO AMBYyMdOMMdOnb JAgbogyInHoab Mob6bdIMd0b 
B0M999 3BMdS8NADQIMHM]ED bobdgdodo Ybgd0oMM3ZM 
DQMBQZOLOMZOL." 

0dd-0b 3MOHEMQLdo 1996 B9MbL OMvo0oddH30G0 
sJMBZHIMON OGQOMAGOOL N0OQMobAMAdIh_mOaL 
Agbobgod" oJHo, MMIAQMIY 30M3397MBIMEO 
090BLM ,38Md8NAHAIMOM HWoOMMoaMMOodabo Wo Bobo 
OMHOMAHOO B0dMY gHgo0Ob Agbobgo" oJhom aobbo- 
BOZH JMO W|QdIMY|OgJO0. 39MdMO, oMbddby~oO 
ogoob Bomgoob AgdM|_BgB  Lobob~mobbodoMMm |e- 
0380 Bgbam MobsJoWO JOgMVOo BoOOod BMZ0O0@ 
LoZ0b 3BMABNAHIM]E bobdgd0do Oo3Venn 06QM- 
d0300L 606380. obo~mMa ogdHob JoM|gdo0 EBo06od80- 
Md0 00 B0M90M9000, MMI bdNM d9gdMb3930d0 
LOZ0MobLbZ0 3MdAsobHNgoOL BoMdMd0M@agHeEng00 
BOOMMIOG7H 3MHB3qMQHHO B3Mddsoboob 3Md807- 
9H 9 bobdhgddO AQMBQZob Oo BoMO 3Md9H(30- 
JMO Aadbgdabo MY LooM|IE~MMYdgoab goQagd0b, 
M3 GOB 0MJOIEMO OM 60MIM0OBIHWoO Oovbo- 
DOV, 30600O06 3BMdAs8nAgH_gM|EY LOL|gd0dO Jgd- 
M698 BOML oH 00MdM0396@d Lbgobo 3MdAsngH9g- 
HymMo bobHgdIob Oodoo0bgd0b 06 06QMMIAZ00b 
BOOIMAHZNOMZabL Bo6BMo0bgo.? 

0M9Z06O9MO 8M39IIMMOND ,3MdsayhgMoon 
MOMMAMMBALS Od BOLO BMHMAO BodMyYygbge00b 
AgLobgd“ oJHOM BoHbo6{MZM mood bobob~mobbodo- 





1 Computer Fraud and Abuse Act of 1984, Public Law (18 
USC 1030), July 30, 1984 
https://www.energy.gov/sites/prod/files/cioprod/ 
documents/ComputerFraud-A buseAct.pdf 

2 National Information Infrastructure Protection Act 
of 1996, Public Law 104-294, 110 Stat. 3491-3494, 
October 11, 1996 https://www.govinfo.gov/content/pkg/ 
STATUTE-110/pdf/STATUTE-110-Pg3488.pdf 
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HMM |0M0Z0 Bobyjbobdggd@mmodo JZg0@0 LbZgoMo- 
bbg0 bobob Z0d09MMdbHodDoQMabLOMZOL, 3gHdMO: 
d) JOMZOQEMON YloQmMMbM|d0b Agbobgd 06QMH- 
d0300b BOM |d0b ANdbOM, odAgMoOZOb J9gMM|]07- 
MO DAHoHgo0b obHgMOgLgd0b LoBNbM@ 06 bbZo 
bobgemdb0QMb oabdgmMgLg00Lb bLoboMagdcmmMea 
bog0b 3mdasaqggMye bobdgd0dN YoQd0MM3ZM 
09M6930; 06) QabobLyAMO 06 LoZgMQMNHM 06QM- 
d0300Lb BaMgoob BodsbaDM LogOb BMdsnNAh|_gmMNED 
bobdgd0d0 Vbgd0MMZM JgMGBQZ0; @B) OdQMOBZOL 
899M MQdICMO AHhodgoob BI@AMoMy|MN IM038HM- 
oob boMagdEMMod0dN OMbLIdQZE 3MdsoAh|gM]ED 
babdgdodo 96gd0MM3ZM BgMGgZ80; ©) NMOMMANY- 
0 Jdg@gd0b QdbbMHRNQEMQ00b Bods6bOH Lbgob 
8MI9809H9H | LobdgdodO 7bHgd0MHZM JdgMEgZ0; 
9) Logn0bo BMdsNAd|AM|AMOD LabdAgIOb B06B8M0b MOo- 
BO0H900 LOZdMobbZo0 BZ0dgMAAIJEMEMMAN SOL @o- 
8My969000; 3) LoZgnbO 3MdABN_H|AM|MO IBMb039- 
8900D JZ06MHM Zo0gGMModo, MMAQMALY Jglod~@Mmo 
B00MYNHgdgE~O OJgbob BMIASsNAAIM|E Lobd|gd0d0 
96900MMZM BgMGBgZ80b JodboM; B) Logobo 3Md807- 
H9M QeMO Labd|,dOL BOdOM BobbMMRYN9M|O0g~O 
BQJoMS, BAMoab 06 Logo QobggemMdoab go0dMdowm- 
30b d0d60m. 

VIM|IIDOOMHAEN = 3MdV603030900b  3M6Q0- 
MOVG300MYMMdab Agbobgo" odo odd-do Aoomgb 
1986 Bomb Oo oMbNDHAEO oghom Y38momydo 
0930©@0 ,OMbLIAQHJdOL Agbobgd* QBgMQgHMOM|M Bo- 
6M6do0. 39dMO, oMbNdby~M ogdom bLodoMoo- 
MOIB30Z MMHZOM]db DAQgqdsMYM@oM YQCM|d0d0M- 
LO ]50 OO O9B8HdoOMoa Agbododobo H9d0MMs30b 
80%M]909 9M98M3Z96060H Jgma|dmMMbyjMO 3Mdy60- 
B0G0OL JQMIZOO BOO0Bd0Z60EM 06 OOQMMBZNMO 
0NOQYMMHIA300. BVIAMoOMHaDHYEM ogdom YoCmbobo@ 
BHOLOBMZMd, MMI LOIDMMOMOI303 MMZ0bOM- 
Job 0 3JMbOoOD FYQICMgd0, IMAMOMZ0M 0b6—g- 
HAHAMALoOHAM|0OL BHMBZ00a@gQMgd0ba6 Qen)gd- 
MHMbHAMO 3MdVGOZ03Ag0OL AQ_IBZg9q@O Bobomob 
80003900, AQbooodabo LodoMMMy|dM03Z0 8MMR9- 
OYMQoab Bogcmob g0Hgdg.? SQ9IMbL|H_oAE ogddo 
1994 B9emb JgZ0@O YZMM|d0, MMAMOL Mobob- 
BODY NOHHAMHAHAMALoOL|M|gd0b 8HMZ00@gMJob 
MOQZOLMOM —-_- BORMEJOYMJOHO = QEMADHOMby~o 
8MIVHOZ0GOOL DgM|AAQoO OOBZMMZoeno 06QMMdo- 
30JdOb B0M3399EM0 30M0M Agbobgab Agbobge. o~m- 
bnNdHyeno Lobob YZgcMomy|odd gobsnMMdg9dygMO AYO 
LoQ0dMdNJNM AMAAQM|OoMS B0M3399E Bo@gdd0 
HodoMgo00b obdgMgbge00m. 2002 Bgq@b odghogob 
BQIMM]OAEY Adodgdd , Lodged G60QM Qlogmomboom- 
goob dAgbobgd" oghHmo0b gOMo@ DdonM|b ,30d90- 





3 Electronic Communications Privacy Act of 1986 (ECPA), 
Public law 99-508§, October 21, 1986 
https://epic.org/privacy/ecpa/ 


QLoyQmmbomgoob gogds~mogbgdob Agbobgeo" ogdog, 
HMIAMOIMIY YRMgd0IMbamy|d960 + Go0gds0MMoN 
LoOddMMOMOI3OZ MHE0HM Job Wo obgBg Bonbo- 
MOod bo6J30900 ,3MdsNAA_IHMAM MoMmMoanMMdabo 
Od BOLO OMMMAOO QodMYgbHgb0b Agbobgod* oJhom 
BoHLo8MZMIMO OobodoVm@my|dob Hho~@gbobomgob. 
»IMgadgmMmMbj@MO 3807603030gd0b 3omb- 
BOIOQVH3NOMYMMdab Agbobgo" odhob Mobobdog, 
LobodoMaMmb b900MOgab Bg0M]dg 0bHgMH]HIAM- 
BbobyMgd0b BHMMZ00a@gM|g0b oBMdomMyoa 38gom- 
6©oM) BoMN AMALDOM|gdM|b0b QeMAdmhMmbyco 
8MIJVHOZOGOOL OALOHZgCVN NOBQMMHIADZOOL BoMd- 
B39dd LODDMMOMMOIYOZN + MMBdHMgd0LoOMBOb. 
rOOQMYLQAOMoM|o0b Bo_dsSmMogbLgd00b Agbobgo* 
OJHOM DQIGOMOd oMbndHAMO BohgamMoob 06- 
QMMHI3ONOL 3MHQNMVH300~MyMMdab boMoabbo Oo 
NOHQMHQHIAMALoODAM|0OL BHMBZ00@gM|g0b Jogbo- 
goo (LobddoMHMEMb d0gM B0G39d09MO LoMobo@~mM 
H900MMZOb B0M]dQ) IMADIOM|)d9MOd QM|JHOM- 
HYMN BMIAVGOZoGOOL odbobggcmoa od0b6QOMMIdZ00L 
LobgMIBNQMbL Agbododab 60HIdMId0Oa9g6gMNod- 
BOL B0M039dOL JYReMgoodMbamy|od6o 0d dgdMb3gg- 
3000, MY NOOMb|Qdg0Mo Logydg@oobo 9930, md 
O0MbHNGHYAEHO NOBQYMMAZNS DQN03G038@o Od0dJ BZo0K9- 
BMMoOL MobodoQm@modb 60d6Hgdb. 

oOMbLIdAEDAN =LOB06MHADQ0MM = M|BIM309- 
0OL QMbBQ, B00MYyMQ96 odAgMOZOL JggAmMM|0gC~O 
DHOHQOOL BNdQVMQLOMMMoM|o0ab LodboggbyMoo06 
LOLHgIOL, LOOdGY 80M3ZgM boMygbyAMN YBgMgMo- 
MIMO OMbaL bob|gmdAbNGM YGBygogodb YZ03000, 
3890©dMQ@: 

e@ 90d-ab MoZ@o03gob LodoboLAMM — oMbod- 
bye YBygdob Oog3gdMgoo0Mgoo0d0o ,9MM3- 
HjeDa VLogmMmbmy|dob booggbhm* (National 
Security Agency, NSA). ombodbyjemo booagbgr 
BOdQHMQLIQMHMOM|o0b LAQ9MMIGO oJRygbhgob 
O089MJoL DgaoMoM|dy@Mo do~gdab Aodsbgdbo 
Md 00M3069089. Loogg6HMdN GMobogJdg07- 
MOD MoobMMy|domM 120 000 L38g30o0~moabdo 
od Bobo BEMn|gMo d09S9H0 3,5-Oo06 13 deMMO 
MOMModMda@] AQHyg~mdb; 

@ 00d-ab dowd QboQmmbmygo0b bodobobdAMmo 
— (Department of Homeland Security, DHS). 
OMBNDHAEO LodaboLAMMOb bLobdgdo0d0 JAg- 
WOOL ,{00gMQLIQMOMbmMgdabo Oo 3Md76030- 
3agd0b MaQoabo* (Office of Cyber Security and 
Communications) @do dabo B~MagmHa sagsghO 
Moob~@mMygo00o 400 000 000 odd OMMoMb 4g- 
0OBgbb; 

@ 90d-ab agQbHNGBOOL OgQd8oMPModg6—Ho0 — o~Mb60d- 
67MM = ONAsoMPHodgbHob JAgdoMag6~Mdod0 
BQdoZ0EM ,QdMdagQd0b QQg~QgMo@yYM d0- 
JOML" 9MM-gOHOO JZgMoboyMQood ,9©ms3- 
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HAEHo 3009 bogQodMdagodM $3930" (National 
Cyber Investigative Joint Task Force, NCIJTF). 
OMBNDHAEO LogodMdn|geM Saqggob doHo- 
MO Bodsobb BoMAMoMeagbb Jggy6ob dagbom 
BMIOOoOMN BZ0dgMMOobHodoyj@mab BodmMdngoo. 

odgM0Z0b AggMM|0NMON Dhodge0b 3009- 
QloQ~anMbo~mygoab bobdgdob AgMMHy LogygobyMo dgo0- 
8909 QdZbO LOMAIHIMIMO JZIMoboyMaobsob: 
1. 3MAGNQHAIMICO QBLoQmmbmy|gdab 06300@g6H90- 
9 Mgo0aQ0Mg00b §3ag9Q0 (United States Computer 
Emergency Response Team, US-CERT); 2. 3009- 
Qlogmmbmgdsob ghHmsgbgemo (B3gbMo0 (National 
Cyber Security Division, NCSD); 3. 30d9®@obodo- 
gJommob dMdmMmob 3g6hMo0 (Cyber Crimes Center); 
4. 3009MboQMMbggd0b boMdsgHMoB0M (3gb6hMo0 
(NSA/CSS Threat Operations Center, NTOC); 5. d9- 
NoMoMgdyeno doengoab 30dgMbgMIIMZ069MMdo0 
— (United States Cyber Command, USDCYBERCOM); 
6. bOM0839HBM LodAbobyMo — 0630MgbHg089 Mgo- 
B0Mgd0b 3960. 

B9IMO AHodIMMg@om bLHM|IIHIMIM JsI@o- 
GoyMAMgob LobZgo@obbZo0 bobob o00MBZ069g60 Go 
8086900 098M. oOMbnNdbymMo LAM|IH]AM|g0N MHo0- 
JOHOMAOVEDEO OM006H MMEOMHMLE 3009Md9H9B8900b 
BIODISOO OOIOZMO JQM|sgoOL M03ZZNQdGN0- 
89, 0L9389 DOBHOO Obobd3Z96 BZndQMboQMMbgge00b 
8H9896300LMZ0b oVQom@my|gdgmo Mmbobdngdge0b 
BOHOM]oOb, o0DOLM060389 obM|gbg6H 3009d9H939- 
00b MHEobH0Bgdo0b. odAghMOZOL DQgIMM|dQ@~O Jdo- 
Hgdob Zo0dgMyAboQMMbemygoob bobdgdob Agbodg 
Loggobyamb d90MEg6H96 LoZgo@obbgo0 Mgg0Mbo~mMy- 
MO LOM|AIHIMIMO JZIMoboymMegoo, MMmdmgd- 
bog, Mogob AoMo0g, SgModbg@ggemoob W6g3896 
890MM AoIMMZMmomo ybygdg900. 

BOdQMQbLOQMAMOM|o0O0b bogaMbab oggyjomymnm- 
00O06 BddMAMNboHy, 2015 BEmab MgdgMZ0e<0N o0d- 
d-ab 8MQd0OQHHaL oMINGOLHM073000 Go0MM QdOd- 
Bygghoenge0, ©Md Jggybab gMmgbyjen0 Mod3gMZ80b 
MOoOM|AIOMMabL MogggdIMgooMgoo0dn JAggdbo~moay~M 
obo LdgZoo@myMo LodAboby|M0 — ,g0dgMLoQMMbg- 
9089 LoM0839HZM AMbBoY3gdgoOL NHHABMo30O0b B9- 
60" (Cyber Threat Intelligence Integration Center, 
CTIIC). ombodbjcmn YBygdob odAMBobob BoMdAMo- 
Ma96b B9IMM BaMaMgdye@mo BOMZgEM0 LoQygobyaMHob 
6y90900006, Lobgedb0Q~m LHMAdIHIM|gdOM@o6H Wo 
89MdM LadIgdMHNOH JoMgoyemo boMod3gM38M Im- 
60390900b 09QMM3Z900, DOMO ob6d0~™NBN Oo Agbodo- 
Bobo H98MdQVHMo3NQ0OL Bd3900. 


B09OHMO00HQd9MO = b009GM: Bo.gMMNHg09~@ 
LOAAGROL BZodsAMQboQMMOM|bob YWBMYHZgMYMRL 
bd893g00@yQ0 bodbobymo GCHQ = (Government 
Communications Headquarters), OMo3gMMdoab 3Md7- 


6030309d0b Adodo. gb oHObL On@D dHonMobgnm0b 
Logbomygoob ModZgg9MZ0b LbodbobyHo, MMIAQMNE 
08MMZ90b Od OO6bOMd|Jdb 3NQMIM Oo gMy|do- 
MMV Logbomy|ob ALMQMmomb yggmo B3yMbo- 
Mob. oMbaDHYeEno LodbobyMo 0aMgM38g Jg0dqdo- 
390b MAQ3890b Mo DoMNM|gob, MY] M™MBMM YO@Oo 
OJHoOb OOYIMO 9Mb60390960, 3MdV603030900 Wo 
OOQGOMIASBZOVMO LOLH|_IQ0N BoBggMg00LacH Wo 
Logo Logmmbgg00ba06. 

OMaHobymo Loegbomygoob OMo0db3g9M3Z0 Moo- 
Lod 1914 BEmoab o0830LHMd0, 80M3gC~0 BLMYCnM 
Md0b Mobyg00b d9dM|B. 80M3Z9MN ALMMYMnM 
MdOb dDDMNboOM yA Modoabob oMb60dbHyM0 LbodbobyMob 
809M 8M8MBZg09M OJbo oMdQ9MMO J60dZ6gMm~- 
3060 06QMMI300 AMBOHIoOMIADM|Sob BgBdg00b 
OoMO0bg. 1919 B9EHb, oOMHbNDHAEHN MMHZ060b0(30- 
OL BoMdoHg09MO Logdo0bMoob Bgova{Mdgmyoob 
d0dboM Jg0JdHo ADZ0OMd0060 OHMMOL 3M038h~- 
060CM0AH08IMHON OOHOYMQO. MOZO0GNMZ9MO o~M- 
6NdHQAEOX LodbobAMb VEMO|QOMEOdS 3M@n0M|J00b Oo 
Mdd0QZMab Lobgedb0QmM LygMao, J9gdIMa~MddO 
389 ©09HJZd IMOBZMMSBOL BMA QSGoZ0GOg0Ob Dodoo. 
OMbBNDHYMI YHygj00d GoMdogdja~ Logdn06Mdo0 
89MM] BLMQMoM MGabL 89hMNMEOGNGY gd0aMdg- 
Md. 09dDMAMIAGO, HAJdEMEoMEnNIMH 8HMEMgLMH 
JOHOO, AMOS YByQgdo0b JAgbodmygommdgoob 
OMOGHOGOO DOHAQMHMBZgMdabL obo~ Bd00M6H39- 
390006 80030003900) B0Nd60O. OM|OL AMAMI0Mp- 
M600), IMOZMHMOOL 3M9V6030309d0b DHodob Aoo- 
30M0 LodQIoM ANIDMM|EM|Vd900d0: |AMMMnBdM06 
OMdMMMDS, BZNd0QMYALYQMMOM|00, LHMoH_IQNg~MO 
QaMoHgbModo, MMHZ0b0Bg07™M  COobodojymaob 
0MdMMDS Od 1O0ZO3Z0b ddoM@oggMo. 2016 B9cob 
BMOZHOMOOL BMIVGoZ0GOg90Ob DHoodo dg0gd60 B0- 
HAMQALIQMmMboM|gd0b 9HMZbq~O 3g6hM0 (National 
Cyber Security Centre (NCSC)), ©Omd~@ob IMoZ0M0 
008M306H0 Bd9MMONDHQOIEMD LOAGRMb B3n0dgMybog- 
MNHOM Q6OL YBMYHZAIMYMQ oo. 0Mb60dHAMO 3960- 
MO POVSZ{AIMYMRMbL BogMMoo0bHgogmoa bodgQo~mb 
LOM0H9B07MO 060d36g9MMeZ060 YBygd900b Wo- 
BQIMOMdb = BZNd09MMOBOobLbdAgo0NLadH, JAoMMosb 
86003690MM3Z06 090MH39390b Od HAJS6MaMMB0qMO 
BOJISMogbgoabo Od MgZMIAQHMoG3OgdOb Jgdqdo- 
3900L 8300), SAOMEM|OL dMadHobyM 0bH|AMHAHOb 
QLoQmMomMged0b OMHAL. Z3ndgMQboQmmbmy|oeob 
IOMMBZ6QEMO B39HHMHO obMHMERBOgM|OL BogMMN006H9- 
09EMN LOdAQOL LHMOHIQNIMo 360d3869MMBdo- 
60 yygdgdab, boZgoME LaggamMMoabL, 06@ybLdMo00b, 
bodjomMM Od AZIM) AQBoMIAQMSO0L DAboMMdg|- 
Hob; YMYSZgMmyYyMQb JgdM03939089 AByobog9 Wo 
939JH006 Mgo0g0Mgoo0b Agboden~m Boobob 406007- 
80009 Mo0y3Z06ab B0B60M Od AMBoGo~y|Mdb Boyg- 
69dgeMO Baobab oMAMMoZMo0b 8HMB9Ld0. 
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3830© 19-0b 806@gd0Nb 80MMdg90d0, NCSC-ob 
803000 BHAMMIAADAAHN BoOOod §OHOo03Z0b LadIg~- 
Hob glogmmbomygoaab godmagMgodo. 08agM3g bov- 
BOMO ONON AdoMOdggMo g09600 8o6@gd00b 8o- 
Md9dd0 Lobb 0MI4]Qd0Z9 MHEodbad03OgdbLO 
Mod dNBHgLbL. BobgEMa Bob o8H0MdN BodMNGO 
»8909M 0BQMMdNM|09EMMO0", BogMHDMONHQ0gCMO 
LodAgRObL AMOZMHMdo0b MAQ38900 MOb@onb MgzI00- 
do Qgbogmmbmgoob MOo03g0b Logombgo0dg. 000389 
OHOMb, oMbodbyAmo bodbobyMob dog MonbgMeo 
LOAN oboeno, LoggZM gE. QBmbmHoab dgbobgo 
DagmYyMdabg0Ob LaMZO0bO, MMIAq~ob bodjoeg|d0- 
M3 DAghod@mygdgmo gob@o bog9ggmM eEd03860~mob 
B0O00NL0ID0MHMJS0 LdgRV00MYMo0@ odoLMgob 4ggJ- 
BHM LOQMbLHM DAobodoMMBg (report@phishing. 
gov.uk). AMALoOb_M|Qoab oAMAIQgM@|0N@0H 80M39~ 
MM 03900, 0M6NdHAE BobodoMMd) DgZ0@o0 MM 
domnmbdg9 AQhO AQhHYyYMd0bgd0, DIM_IQ0O QodM- 
306d 9000-dO@) HoOMEMaM|Mn bJgdo Wo 22 000 
8MH96309MO BOHOL AMAGHobHO 396a389M@0.* 

BONOMOHQVOYED b0d9QMdION 30d9MMobddo- 
JMM6 oMdMModN ofH0gM MMMb Mod0dImob 
MoHo0doVMM06 OHdMMOL 9HMMZ6gM bovgg6HM 
(NCA — National Crime Agency). om6b0d6gmo ABy9- 
00 LOM0Z950 QOQoL OMdMMob Ad0dg Od MMHEo- 
6Ndgd0gMO MOobodoQmMob AgIZaMgoob JAONdboao. 
J3gyb6obmg0b MONMO LoOQmmMbob DBodoMgd0g~mo 
8H0d0HOM]MN LodyoOOOb oMIAMIA0MBIHE~M|60b 
Lobb~mobbodoMMM]6H080 O93Zb0bd Od Bobybob- 
890000 0039d0b B30M, Jyg0o0 JOMVHZgMmYMRbL 
LoOB8MZ0OM|OOL MOoOBYYMMdob. boogghHmMb Am- 
603909000, MMEQ060B9d9mMN Mobodo Venn, Jom 
IMMOL B0dAMMOodHoDo Eno, BogMMoo0bHgoymo bo- 
BABOLMZOL 6OMIMSOEBIHL 9MO-gMHH Yy3Bgmodg) 
86003690MMZ06 B00M63930b, MMAMOL BIMJEo- 
@o3 Benagmo BoobOLb MOJHMdo 37 JOMNMHO 
QNOHL oMBVZL. B0dgMOobodoQ@mob ByMbOoM Jdo- 
MHoMIO LoQmMMb|L BogMMOHg0VMO bdgQ™- 
LOZOL 6oMIM0O@ag696 MyALACM|_HMZ060 3009- 
$389BIOO, DYIG YMZIMOMNVM0O AoHy@modb 
LOQMMH) 0OBZNMMdMBO Z0dgHMBMn0d0b0eEngd0b 
BbH0@O0bo3.° 

BONMMONTHVOAMO LOdAAGRMIO, 30MB0@ Qo630- 
MoMHgdge 8Hg39D96HI~DM LodoMMomMaob gh- 
MOO, BO0JMOoHoGdVMMoH HdMMmobagob 1990 





4 Government Communications Headquarters official web- 
site, mission, cyber-security, 18.03.2021 
https://www.gchq.gov.uk/section/mission/cyber-security 

5 National Cyber Security Centre, The cyber threat to 
UK business 2017-2018 report, Crown Copyright, 
London, 2018 _ https://www.nationalcrimeagency.gov. 
uk/who-we-are/publications/178-the-cyber-threat-to-uk- 
business-2017-18/file 


Bab 00M|9dIE 096d ,oJHo 3BMAsaAHQgMHOaL 6MMHM- 
GoM Bo0dMYy Jbgd0b Agbobgo", MMAMNMIR, Qo0- 
BZ0~@0bB0bgdgem0o = BOLVDNLIg_IO~MMB0 = 3Md807- 
9H 7 LOLHQIOLMOH MOoZo03gd0Mg0qymo AM|QEO 
080 Jag@gdOLMZOb, dom IMMoboo: 

1. 3MABOQHAIMYAED Dobo~mg]dMo0b oMobobJyohg- 
09M (0M0dO0MHMMBMIN|QM0) 680Mdd. 

2. 3MABNVHIM AED Lobdg|gdodo 769g00MH3Z8M Bgm- 
6930, DgIGMaMIAdN GMobodoAmM|oMng0 Jdg~@go00b 
BOHOMMEBO9M|]OOL, 06 BOLO Bo0M@ZNM Job J0d- 
600). 

3. 9H9d0MMZM, BoH8Mobo 06 Bo0gg_MMba~)- 
ogeMa Jd9M96960, JDNDOMH]MO BMddsoQhgM|CO 
Lobg|gIOL AQJoOModab BoVoMgbgd0b396, o6@o0 Dob 
Mobod00bgomMo@, Moy bg9~mb QIMObL 3Mdsng9- 
Mob BodMMVEMog AVIOMOoL Od 0.9. 

3ZA. 96900MM38M Jdgm@g0900, MMIE|003 bLg- 
MoMdym Boobb oygbgdb o6 Jgdbob obgmo Bsoobob 
6oMdMIMOOb Mobgsb. 

3A. 890MoMb0dHYEY 87b6Jdgdd0 HodMNZmomo 
J09D90950b HoboM@g6o@ BodMboyg6g09™MO0 603Mg- 
OOL MOdBNOJd, 0MIOM0|IJOo 06 DOM|]d0 (dgdg6o). 

00039 OdddO Bo6Q9MaMDdS B3Md8NAAIHMIE~ Oo- 
60d09MMSH O03803d0M960M oMbg0gmMO d0MEM- 
0960, 8©M39OIMg00 Od dOMNMoON 806308900 
(HIMAMMMoQMMoah, AMJomoggmdoab Mo 0.d.).® 

2018 Bemob dAoobdo, BogMMNHgdjV™M bodg- 
QOd0, MOMAQMLY 0AYOIOO 93MMBZ0gd0HOb 698m 
Jggyobob BoMAMORIHMo, CIMYJII@OdS obom~mo 
,9M6039dH0O O3Zob BMAo@o HgaygmoGoo* ((EV) 
2016/679), MMAQMEY DANDMM]EMNS 93MMZ303- 
doMob Bg8M0 JaBgybgd0b BZ0d0gMALoQMMbmMy|e0b 
000MM )d0L896. OMbBNDHAMa MgaQqgmMoGBZOAL Mo- 
Hobdo0O MHEobHaBoBOgdL QZ{0LM|gd0M 3o0E™M]d2- 
M900, AQoHYMSNHMH Agbododob B9Mo0dbgm3ZgE~D 
MHMZOOb, 06QOMIABZOOL BMdDOLHoab bodbobyMb, 
8Mb6oB3gIMS LOLH|_dGO Hgd0Ld0g9N JAgMB|Z0b 
Ogbobg0, Mody Agodengoo LoyMmMbg JAgAJdbob 
NOHMNZNDJHob  YReEMgogobo Oo Mogo0byQmyog- 
ob. 30M399M JdgdMb39390d0, MMa gLoY oMbg- 
OMdb DOMoOMO Mabgo, ©Md BMbsgM_bImMO soMOb 
O06HgMgb900 AgNd~M|gd0 Mod00b@Ogb, Agboododob 
VyQoob 98000 oMbNDHYMo soMab 06QMHd0- 
gd0. oMbadby~oa AghYyMd0bgd0 YOOo g06bMH- 
BOQMODL QBoghHab go0dMB8M)60@06 72 bLoomdo, 
BOOOJOJOM OOD. Qoghdsg godmMdogdob JAnd@obo- 
9M 0H oOMdZObYQengob MMeobodsoGoob Jg- 
HyMoabgoab BobobMMBag9M|dOb AMZ0My]Md0bEob. 
BOMOS BQVIMOMbHNDHYJMoabo, MHZoHodB0G0g90b g30- 
MNOOM 8MVZ9HBONEDO LoOdQJOM|OOL BoHoM ]00QR, 





6 Computer Misuse Act 1990, 29 August 1990 https://www. 
legislation. gov.uk/ukpga/1990/18/contents 
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HMBMHMaLYOS MObLZgd0b ADgQqGobgd0 Od boMobo@~M 
DLoQmMoM|gdo0b BMAQOOL YOMYAHZgMYMQo. Jom 
08M9M39 980LMQ60M Yy3gMo Agbod~@mm JgdMb39- 
B0L LEM0QON BoIMZAM|bObo Oo MgogoMgoob AMb- 
OJGOL 300MO]H7M|O0, MOLMOH O0ZB03d0Mg00M03 
VOOd oMbgoMo@M|h Agbododobo B9EBd0. Aogbodo- 
MIMO YOO oy~b JoOMVOSZ{gMYMQOeM0 ondsb6gbob 
BWy3gghmodoab QoMobwogdo.’ 


bogMo6agmo: 2015 B9eMb bogQMo6agMdo Modo- 
8HB0GO DOMZH AMO BZ0dQMQLoQMMbm|bO0b LAMd- 
IB00. OMHNDHJEMO LHAM0H|VBOOL AMo03Z0M0 Aodob0 
BQMOHA9M LOtMZB0OMJdOb YOQHIO HgJdbMmMe~m- 
B00BO QLOYMOMHOMO BoOobgeMob YBMYHZggmyngqo 
Md OHO Bd0MHZ9Z9OMOH B003MBgd00. LAMd- 
9800b Mobobdo@, byM daMaMda Jndbo@ bobg- 
MOgoo: 
1. gomgb6gcmo LygaMgbodgbab YdMybsga~my~- 
QO; 2. 30d9MOodHddoQmoOaL JdgmMgd9089 Demogho 
9080900; 3. LOdBMAQ0O@M|5OL 0O6QMMIANM|d; 
4. BMobHBgM SnBHgLOLMZObL BOQMIMO Qbogm- 
MOM]5OL BMHZgM|gHH]AE® QsNMOAHQLMO0WO 3930; 
5. LOQMdHAgHOL ogHMMaAQHOL odoMmEM|o6o bog- 
OQNo0dMMobM OMbg|dg. 
2017 Bgeb, LoOQmMobagmob Q8gMMsnbo od 
bog0M9M bogdgmod LodNbALHAMMIA HoHdMoMeE0- 
Bd LoOQModHagmob bogMModmHabM (GYNQMyAMO 
LOMH0H9a00. JOLdO obobAeMnd LoQmMobagmob y3g- 
Md LAMoH]BNNEMON ANdo6N B3NQMHIM LaQmMdO, 
MHZ OOZ0ZIaM|gogVmMod bgmobL_Ig_@mY|d0b bod089 
DHMLMH, 9F8MHMGOZOLMOH Od Ylog“mMMbo~My|oob- 
006. 2018 B9eb, 8Hgd09M DobOLAMOaL MoZ0~M9)- 
00D, LOQMHoHEgMab MoZMo3gZobo Oo QHMBZbg~O 
QLogQmMomgedoab aghgHomyMdo bod@Mn03Z6Md, Bo- 
MIMOZNGS 3009M MoZ@Ooggob LHMoH|gB0gCMO 
BOIMbAMAD. DOLDN OboObAMd 3009 BHad8a0bgd0b 
BoMOMZ0L OMAHMobos. gb DOIMbOENZd Bo6d0oMo- 
BL 3009MMOZOoZ0L QgHMmMs|b6ymo bLdAMoAd|gB00b 
BNBHZOL OO OMOLHVM|OL QMobayqmo Ama gmob 
AgbooodabMoob OMo0ME960M  LHobMoM—gomo6b, 
08M9M39 AMOZMModab BobVbOLIa_gdIMMOodobL 0d 
bagmdo.® 
b0QM06a9Nd0 B0d9HMALoQMMOMJd0b bogambo 
0M B06000GM]40 30BZI OM|AOIModD Oo ob 9HM- 
7 Regulation on the protection of natural persons with 
regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/ 
EC (Data Protection Directive), 2016/679, 26 April 2016 
https://eur-lex.europa.eu/eli/reg/2016/679/oj 

8 Ministry for Europe and Foreign Affairs official web-site, 
France and Cyber security 
https://www.diplomatie.gouv. fr/en/french-foreign-policy/ 
security-disarmament-and-non-proliferation/fight- 
against-organized-criminality/cyber-security/ 





369 QLOYMMOM|bOL BobHyYMR|IE obdsgqhow@ 
8MN0BMHgdo. LoQMobagnmob gMMsZbyjeMan Yboyh- 
MbmMgd0b BMagdbob L111 dVb~ob 80M38gM0 bo- 
Boenn 0AJHbL, MEI LobgeMdB0WM Z0~Mea@]gdVMo 
DQNGOMAQVHOL QLoQmmbmygoo. oMb60dbyjmo 38H3g- 
MOJdS 3009ML0Z8HE3993. OOBMHEY B90dMOH 9839 
0M3Z60d69m, 00 LAQMMdO LoOMMobagnb dgdqdo- 
BIOTIN OABL 3MbHBM9HIG~O LOHM0HIg0900, MYIGO 
0939 B090M3Z9YMQR}® MdOg96009 06003690MM3Z06 bo- 
80MMEM)0M03 OJdb, ghgboo: 

@ 2018 Boab bodbgOMHM BHMMaModdNMHgd0b 
OJH0 (AMNGO38b 2019 BEmn@ob, 2025 Benovdw@y 
89MOMOL). ofdob dobg@Z0M LobgedboQomb 
JBOLMQd0 BoM |Jd9ED]gd0 Oo 8obyj00Ld890- 
MMOd BdOHOMMb Aghododobo 8MdgJ00, Momo 
VOMVOZgg9@yYMQoe agbgb  ,bobg@mdbogQ~m- 
Lagob boboBMEbmm@a db0d3b9™mmsZ0b60" 
MoMagoob YlLoywHMMbmM|]d0, MMEBMMn0300 
0063960, LOoZdMIYMYM|]00 Od oGMd AMO 
LoMaygMgd0. OMbNDHAE ogddo 30d9MM03- 
MOGBOb GOM8g9 MBO 9dMBbgd0; 

© 938MMZ03d0MObL AMBV39IMO Go3gob %~- 
B00 MHgaqgmoGBoab domoda JAgvgmod@g 
(2018 Bemob 25 doobo), 1978 Bemo@ob, bo- 
3M06a9Md0 AMJAADM|VdOo IAMbH039IMS Wo- 
B30b 306M60, MMmMAMaL 34-9 Mo 34-9 BIS 
BQoemgdN = QdMZbgdMOS BNdQMAL|MMb~- 
goob. 306Mb60b dnbgmMZ0M, 8gmLMbo~My|MO 
8Mbo3g9dgd0L ModyQdoggdObob, 3gdM My 
LogGoHE LOMYIHIM| VOOo BooHoMmb gd- 
60ZNHO Od MHEdBNd030AMO BMdgJd0, Momo 
AMbH03JIMoO OoAYIoggoobob YyBMyRbZgqgmyYyob 
Qbogmanmomgdoab Dgbododobo OMby, dom dm- 
Hob, IMavdMgd0 oMobobJyaMgeyjenn JgM- 
6930L806, AMBO3IIMS JymM~a@MdNLad6 God 
BOYOLDHJHOLGBOH M0330. 0d0LM06039 06—HgH- 
HgQdhob BHMZ00M@gM|gdb, MMAM|ObLOY 7bN8MH 
89MLOHOM|Ma AMbBd39096OLb W007d03g9d00, 
J30LM9d0M AMZ ]Mdd, LabdgdodO Ybg00- 
MN3ZM AQMBQZOL Qoghob go0dMg@gboabob, 
OMBNDHAEO OoQymM3g6gdmng Agodymdso6mb 
NDOQMMAHOZNLo Od MogabyqQcmygogodob 
J9OM3Z6bgem 3MdOaboob (Commission nationale 
de I'informatique et des libertés). GoM@o odabo, 
ObHgMBAHOL BHMBZ00@gM|Jbb Q3abMgQd0M 
B0MOJ0EM|00, + dQN600MH = 06QMMId300 
ONIMM|VEY 063o@goHdg. 2018 Bob 93MM- 
380300MH0b OMB039dM Mo03Z0b BME0d@0 g]- 
BIC~OB3OND, Aghymoobygoob adQdo0Z60b 30- 
MOJOJLOJOO BOZMGIMM YZgm@o YBygoodg, 
bogGoOHMMbo MO 390dMBg, MMIQEL sd~@g6b 
AMHdGQIJoOL ModdVdoggoob. 1978 Benab Am- 
6d39IMS OodG3Zob 306M60, LoMo6boOM M~M- 
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BobdagdgoO0b BoqAHoM|oeCmonb dgdMb3gg30d0 
8M6039IMd O000N7d03909M0 JSOMNIDVOMO 
bodo do~mombo g8MMbL Ma|JHMdOb sfoM0- 
BNO). OHOEMN HQQqMo300M, QVLoyMMbomgd0b 
LoMob0OM BMAQdAL aodyAhHoMgd@mmodnab, o6 
N6YMMIA30OL LoOMoboOM YByQgooLMgob do- 
VEMmOQg0MMooab JgIMb3gg80d0, IAMbBoOYQID 
©000V7d038909eD0, OMIdNBALAMDZ0VM@MO 6g- 
LOD MosoM0IO 00 Bobo Qobobbymo0 Beob 
BMeMnbn BEMaQho sMyogZ0b 2 8MMEJbH*o- 
0@9 MOJHMdab soM0dOM o6 10 BO~aMbO 
98©MO0, AdOL@d dObgMZ0H, My MMAdAgenO 
0J69d0 9QBMO Agdo. 2018 Bob 21 ogbobob 
N2018-493 306M600), bogMoba9Md0 IAMob- 
MNGS OBMMZ0ZdNMOL AMBO3JIMS WModE330b 
BMB0OO HQaQqmoGaab odsmMygdgbHoGyoo Mo- 
3B0b 306M6d@9dCo~Md000. 

BOMOS ODObLS, LOYMobagmab Lobob~mob Lodo- 
Mommob Bgmaggbob 226-17 AJZbe~ob Mobobdv@, 
BAIMoMbHaDHYawHa LOddMMOMO9MMZ938900b ao- 
BMZM)60b J_gIMHgg80d0, BOML DQgnd~@ 00 Wo- 
J80LMMbL bobbeMobbodoMHMMyg0M0g0 = sobgybob- 
8B90MMOd Od MOo0960dHbMb bymM BeMvd@) 30@0M 
MOZ0LVQM|OL 0M3389MO Oo SoM0d0 300,000 
938MMdO|). 000389 BMMg bob 131-38-9 AQo@~ob Jg- 
bododaboW SoMOGOL Mobbo byWMd0AMgd0 0VMN@0- 
yoo soMoab 09dMb393000. 

© 93MM 303d00b 2016 BeEob 6 agm@mobob Jbg- 

MOLD Od N6BYMMIO30Nb QLoyaMmo~mMygonb dg- 
bobgo MNM|IJH0go (NIS), ©MAQM@MAL 089- 
39 ND8MEM|IZHHOM|OAE OJbo bogMmobagnob 
306Mb6d@g0eEmMMdd0.° 

BOCM39 YAMoOM|Ooh adAbob_AM|ob boyQMo6aq- 
MOL 9OOMZH9M LO06QGMMI30M LobH|IgOb Qbo- 
BONDOM|QoabL Loog{ghg~r (0Q0389 B0dgMQLoQAMMb~- 
J00b 9MMZ6gM bovggbHM), MMAQM@ NE Bg0Jdbo 
2009 Bob 7 OZMObbL. 0Mb0dHAM boIMogMMd~M 
L00895HM 94390MQ60Mgd0 LOQMobHagn0b Mo3Z@o- 
BZ0L0 Od JHMMBZHyA~O YLo“MMbmM|b0b agbgMd- 
MIMO GOOZHab LoOdAbobYMb. booggHHMb AMoZg0M0 
BNBOHO OMbL|AdEMO LoZo06bMbID|V0MOM MgBIMo(30- 
J00L LEMMOO BoHoMgd0bo Od bLoN6QMMIASZOM 
LOLH|IQONL OOGIMModoah YIMYHZ{gMYMQ Dd. 

2017 Bob b|adhH|gddgMHGO, boo{ZgbHMd M]Z8M- 
BQH@o300b bobomM BodMogJ8g9Yy6o 42 MMbobdng|- 
0OL Ho0dMbHoOMZ0EM, Moy JOOo QoHoMagh, Momo 
VOMOVOZ{QIMYMRoM agbgbh AMboygdg0O0b @o IT 
LOLH|IQONL OO3VMMdo BZndgMbLoQmmbgg00beaob. 
H98MIQVHOo30OL AnbgMZ0M yBndQMYboyQmMmbo~my)- 





9 French National Cybersecurity Agency, French national 
digital security strategy, Paris, 2015 
https://www.ssi.gouv.fr/uploads/2015/10/strategie__ 
nationale securite_numerique_en.pdf 


00 LgMOMBAED YyAMoOM|dob OALoObAM|gdb Oo bbZgo 
MMb6OLdN9090M0H QHMOO 3MId80609600 Oo MH- 
806080309000 VOMo JoMYOH3gMYymb: 

1. BOMdngMQJd0b odoMEn|d0; 2. baLAgdgd0b g- 
BIEMoMYeno Bobobengd0; 3. AMHoYgdM06 B3~0Mdob 
BoOJLOdGOEM]MD J_QdMIOZO Od OZ8HMMnB0300b Bdemo- 
3H0 AgJoBbaBdGObL Bo0dMygbgd0; 4. oNMaGHOL HodoMg- 
00; 5. NDBQMMBoZONOL BoMo03gdIOLOL AMbBoO3gdg00b 
M0d0Q3Md; 6. Jogemob OgA3gHHMomd|od. 

L0QM0HQ9Md M0HAMEd LoyggnmgLM 8MHogJo0- 
Bo OO 8HM39MIM|00 Q9M|JIHMHMH]E Lobdgd0d0 
9O900MM3ZM J9MB9Z90M0H LOdMdMDMZ9MO Wo 
Baobab BoIMLHMHQOb BHMEBQLOL LOddMMHZ0O. 
NDEQMMIAHOZOLO OS MogZabyQemgogoob 9MMZ67- 
MID BMINLODA Od LOQMobHagmob Z3ndgMybog- 
NOM J50b 9HMZ69M0N L00B96HMI AHHMOMZ0@ 
0900900390 oMdgMOD M938MIQJHM0300 Od JB3g30b 
BHMDMZMMO, MMAQM IE AglLoLMyAM|o0Mo@ bo- 
ZB0MOJOIMOMd OMbLYdOMO ABNDZHgeEMMoOb AJMbg” 
Mobgbgoygmyogoobmgob. 

LOLH|_IGN YHQd0MMZM AQgMBAZ0Lb MoMmdodg 
9930b oMbgomoobob, 80M39mM Mngdo, 93Md9g- 
bOgdjeMND OMbBODHACHO A_ZIMBI@DL 9.6. ,dobdo- 
6dgmbg" (Host — dobsobdgmo, AMIAbLobAM|00b 
8006930 3Md80600, MMAQEMNY FMYbZgmYyMgQb 
Mogob bgM8g9MB) BmMoagbHab Qoo~@my|dob Q06003- 
bgd0b Od Agbobgo0b) MogydbgdqgmO JAIZA_Zg00b 
B0IMZM]bOL LabAgdOLO Oo YIVoMMO@ gbgmdbyg 
M0QNdH9dgMO AAHIZI0Nb Bo0IMB@g|boOb LobdgdOb 
099d39M60M, MoMd MgomMyM OMHMIO oMgbh0Q0- 
GaM|dg9G~ OJbgb Logmmb” Mo MoMenbogb dgah~a- 
30b OBMEBICMMOd. 

BgMBQZ0L BodMEBMy|bob 09dMb3930d0, MH- 
8060803000 JOM@od: 1. FBMVOZgMYMbL OMon0bgQo- 
3AM gdg@MO IT LOLAGIOL BoM0dZ0 JLbg~@mo@os; 2. 
odOL Dgbobgd OGHMOML 0OBNMMdM08 3Mdd809- 
HAMAD bOHV_0R309089 Mgogn0Mgoo0b boQobag0m 
$80QL; 3. FOMVROZQMYOMbL AMbHO3gdQ0OL obmob 
0960630 AyoM AgbbogMgoob soMomd|; 4. dgo- 
BOMZMbL Od JAgNbobMb AdBZNGI09M|090N Oo 
BMdJZ0OOL BOQMIAMO 380M; 5. bohagMNM Jo0- 
BHOOL 8MMAGOO. 

0MbL960M0 BHNdZH9AMMOdOL BodHoMgd9MId MH- 
806080309000 gmggmMmbyjm bobdgdod0 dgMm- 
69Z0b MoMdodg YJ6Oo AgoHymMoobmb yIQoEMMEO 
LoQMobagnmab B3N0gMyALogQMmMbmgo0b gMM367- 
MO Lod{gHHML. 39MdM Oo bogZoMM AMBOGYIIM 
BOBMOHHMHMM|6En90dd =O OMdddVd0Z90EM)000 
BIHYMONHVOO YOOo B09BQd0Z6HM6 06QMMdAH0Z0- 
LO Od MoZobjAQM|]o0gd0b 9HMZ6gMdI BmMdoboob. 
B0dQVMOOZOoLOGOL Jg_gIMHZ980d0, Qogmob Lbomo- 
HOMO AgbboZMoabo Od LoM0boOM Mgog0Mgo00b 
BNd6OM, MMHQH0B0309000 YOMo: 1. AMNB8C0Mb 


“LAW AND WORLD“ 


MdgMod309EDO LOLAQIoObO Oo M8gMoR3aqm@mo bobdg- 
Bob Qoa@My|ddo Dghob60M0 bgd0LdNgMHN B8MnmMy|- 
00; 2. BO00H0EDNBMH, AMLOd MY oH BMb603gIM 
BIGBM 06 BMEONGNBNM|d0; 3. AModNMB Bg00b- 
8090 AMbBOBQIdN 06 NbLAMMIQHHO, MMIAQMOGY 
Agbodeomod BodMNY]HS 3039Md0; 4. AMob@06Mb 
JIMGomgdo0b obo~moadsto; 5. Jbgemdo A~Mdgd6Mb 6g- 
oabdagMo 9.6. ,b60qg90% (Sniffer oO0b 8OMEMo- 
BVM YOMVOHZIMYMQO 06 osoMoHyQMo, MMIAQMGY 
AMADDOMgd9EOMb LodQomy|dob odmg|gsgb MgomyMm 
MMM JOXOMOML 06 Ooo0BZZgNMO@ gb MJgg6b 06—H9g- 
69d HHo0Qogb, coMMb Y¥3ZgMo IOMb60390900, Md- 
M9003 dOgMNH|AdS MJ3Zg6b 3Mddso0yH_gmHdO Oo DBob- 
806); 6. dQodMBAMH Hgd0bLdngH0 Logo Jbga~mo my 
BMBYM60MMd), MMAQMOLY OOZ0ZdNMJ0YMd Oo- 
BOMOM|oYE Jogmaob."” 
1988 BEMn@Mo6 OMNI], bogmobagmob bob- 
benab LodOMHAMOL BM@|JLdO oabobo oMog9MMO 
66MM, MMAQMNE Jggbg00 BnNdgMMobodoQmob 
LOoZIOMO QoMom BHgb. DgBZNdMOd 30M BI Bd- 
8M3BYMO 09dM@JB0 JdgM|d900: 
© b006QMMd030M bLabdgd0d9 HgdaLbd0g9M0 
B009HOHOZ@obLOAo =yHg00MM3ZM JAQmMB|Z80b 
06 Ogd60B8gM0 Lodyoengdg00b Bo00MYy969- 
6ob g80M, absg900 60,000 938mMd@9 MMD- 
6Md0M SoM0dND 06 MM BEMod@) 30@0m 
MoZobAQemgoob o0M83gM0M (NQMO@MNAMO 
BOMALMZOL SoModalL MO|QHMdo byMdgM@g- 
do); 
© MO7BO MMAQEDNIDD BQIMoMbodbym~Mdo Jdg- 
©9000 + B00M0BZ00 bLobdgdodo Jgbobycno 
NOYMMIA30NL MoBN0H9d0, JABB{@o O06 Ao- 
6oMQIM|Jd0, 06 Logo AdMng Dggqdo@mo b|g~O 
LOLAQIAL BodOMMYMo QyRoI3:oMbaM|dob, 
OMBNDHAEO HoomMgengdo (30039 Wobodo- 
JMO, MMA oLMZaAbLVy bobJgoob bobom 
BoMZ0@obBobgoymoo 100,000 g93md@g 
MOJ6MdNM $OM0dd0 (QNMa@N QO saMab dgd- 
6393000 SoM0dObL Mobbo byMdI0BQ@]00) o6/ 
Md MDoZabyQengdob 0M83ggMo bod BEMovd@g 
8900), 

© bobgmdIABNQMb dagh 3BMHHMMMnM|dg~ bo- 
06QYMMIAD3NM LaLH|_IOSD Mog@Mobbdo obsg- 
60 150,000 98MMd@9 MOJbMbOM soMNd0D 
(QQAHo@a_MA BaMOabL D_gIMbggg0dN SoMOdOL 
MOdHbd bYMIAW|o00) Oo MoZabygQengoob om- 
3839000) LAD BeM0d@_) 30@0M; 

@ Gg0abd0g0 30d9MdQHOB0, MMAQENLY o- 





10 Guide d'hygiéne informatique renforcer la sécurité 
de son systéme d'information en 42 mesures, ANSSI 
— 51, boulevard de la Tour-Maubourg — 75700, Paris, 
2017 https://www.ssi.gouv.fr/guide/guide-dhygiene- 
informatique/ 


Mg93b 06 oM@gmbgdb nbQMMdR30gCD0 
LobdAgdOL BodoOMM]E™ AARDoMdob, oabsg00 
150,000 93®Md@9 MEaJOMd0M s0M0dNM 
(QQHo@a_M BaMOab D_gIMbggg0dN SoMOdOL 
Mo6bo byzMdIoQ@]d0) o6/Md MogobyQmo- 
0OL 0M339HNM byD BEM0d@] 30M0O. MYBO 
08039 59MNBO OoMad LobgmMadbAQmMb dog 
BMOHOOMM|OIMD bo0b6QMMdo30M bobdo- 
BoLMOH GOdOMM]d0M, JAQMgo0OLMZOb soMH0- 
Bob boboD BdMZ0MOLENGgdg@Od 300,000 
938MMdOJ MOJHMdAM soM0d (NQNMoMaAmMO 
80MabL B_IMOZNBZ0dO SoMO0dOL Mobbo byo- 
80QO9d0) 06/MOd MogZobgQemgdob 0oM3ggn0 
d30@ Body go~o0M; 

NOQYMMIASR3NVMO LobdgdOL JAMbo3gdgd0b 
©069MB30, 9M8MZ8g9d0, 3~MbNM|d0, BoMd- 
3900, 9338 06 BodEo (NQNB8g LobgJGBoo, 


Ho3 BgIMoMbodbymoa Jdg~@g|gdaLMZONbLoo 
BoMZ0@obLB0bg0qg~M0); 
Bg0abd0gH0 = AMBYMdoE~mMdab, B8MMEMd- 


BQEHN YOMVHZgNMYyOMQoab o6 Logo NbbLHM7- 
AVHHobL OABMMPO, BoboM|d 068 QYMmModo, 
MHMAQMGY AgdVdoggegewno 3009 3M0d0- 
BommygMa LogdnvbmMdoab gobbobMMERBngm@m|e- 
MOO, 94390M900M 900 00089 Lobsgemb, MO~- 
BMH MOZ0O JOQIM|O0, MMAMOLZaALIY ob 
B00M0Y9bgd0, NDALOd BNbADMZNM, MY Mmdg- 
M0 Lobsgenn 9QRM~ Adodgo. 

3009M BMadNbo~MyMHo bogdo.bMdo0b MH- 
BobadsgoQVeEnn QodHOMHMBAgGM|OS ObL4960 0d0- 
80 bobs9M0M, MMZMMEY MoZ0@ JdI@9d- 
0d, SMAMaLMZOL03 OL bMM3N9MM |O, 
NGNL@d BNbQgM@Z0M, MY MmMAgeno bobsgeno 
YRBMM Ad0ANS. MYIYO 030389 JO9@M|o, Howg)- 
Gognn LObANMIAGNQGMb Gogh BMHHMOMMNM)- 
09MN LONEQMMADZOM LObLAgIOL Boboo~m- 
898, 0L§900 300,000 93©Md@) MOJBMd0M 
S0Mad0M (NQMO@MAAMO BaMOab 49dMb3930d0 
SOM0dOL MobHbo byMdI{AM|00) 06/Mod Modg0- 
LIQM|oab 0MB889MOM 10 BEMvd@) Z30M0M 
(OMBNGHAEMO = QMobodogmob JABZ@|gemMdob 
0990MO393000 BddMnYgHgd0 0Q0389 LobgGoo, 
MHoB BMbB3MghImMO Jdg@gdaLMBs0b oMob 
B0MZ0MaLBNHg09E0); 

80M0ON IAMBIBgdg0OL YZ06M6M DAQaMom- 
3900, B00MYg969d0, DgGoOZ0, BOM039d0 Oo 
M007d03900, 08M9NM3Z89 QLlogQ{mMbM|oOb 3o- 
MOQoIM|dgOOL AQg_bM|@~gommdo obso- 
60 300,000 938®Md@) MOJHMdND soMNd0M 
(OQVHa@a_MA BaMOab D_gIMbggg80dN SoMOdOL 
Mod6bd byYMIdAM|]o0) 06/Mo MogabyQamygoob 
0M339M0M 5 6EM0d@Q Boo@no. 

bb30 B0M0O 60HIMORIBO 06 ,306o0Mdnab Jz- 


“LAW AND WORLD“ 


MoOMdo" ob§9d0 9M SeMd@] 3000 s8oh0- 
8MMd0M 6/@o 15,000 93MMdO@J MOJ5Me0M 
SOMadaM (AQMO@aAEMN BOMOAL BgdMb3Zg80d0 
$0M0d0L Mobbo byMdova~@g|oo); 
© MOMMNMMO LOBM|IDNHM 06 LoM|gdghM™ oo- 
Momoab 09039M00M 0L§]960 430 6eM0d@qQ 3o- 
MND 80H0IMMod0® o06/@od 750,000 98Md@]J 
MOJ6MdNM SOMOdOM (OQMOMOA@O soMab 
099063938000 SOMOGOL Mobo byMdaAwW|dd). 
08039 LobsgeMd BoMZoM@MobBnbgdyj~M0 B9d0M- 
oMbadbAE~ Jdg@ gdab HoboM@|gbo@ bogoHMm 
AMByMooen~moah, 8HMMEModdQMN YdM7639- 
MYMQ Ab 06 LoZd D6LAMYIQHMOb 0d8MMAob- 
MZOL, BoboM|QooLMgZob 06 QemmMdobongob; 

© §=30d9MHOMMMMd900, MMEAMMaGRO0  g.6. 
»Q0000E80", OL§9d0 69D BEMdD) 3000 so- 
()00Md00) 06/Mod 375,000 93®Md@_g MOJbM- 
60M SOMaGAM (OYMoMaAMO BoMob dgdMbz9- 
3000 SOMadOb MoHbod bYNd0Q0go0); 

© 6OMdOL M0MM3Z930, M3 BodMEB3ggM@Od 06- 
QOMd3AjED LoObAgdoDN JQgMBQZNL a@dOom, 
0L§g900 bod BEnod@]) 30M0D s8oHnNdMMd0M 
06/@od 375,000 93MMd@) MaJHMd0M soM0- 
dom (OQMOMNAEN BaMOL DgdIMb3gg380d0 so- 
Moadob Mobbo byMdoaQ@god). 

BOMOS BQIMoMbBOGHAEO JdQgq@gdg00b 063M0- 
BObAM Sab, BZOdQMMoHodo|T~M|0Mo0H =QQgqhoobo 
OMdMMOAL AOdbNM, 306MbHd@gdgMId QdodmMa|ghHo 
WD BOV0YHOHHNMZdS 8BMMGoab bogodIMdngom yqQeng- 
oodMboeng|gd900 Od JBgJdbo Ldg3no@mndgoyjm@mo B0- 
ONMOoHdAoV@ab LobodAMHMM|d0. odoLbM06039, 
BODQFMOOHODOMMGH LodMdMenggmog@, 00MJdg0- 
Od Ldggoo~mondgdye@mo obdgMH|HRZIMMOO, LoModGY 
AMAJomog]ggdb AQQdEMHoM MobodoVMmob Momdody) 
AAHYMOOH|dQOAL QdHMogbg00 Od M93Md96M0(309- 
dob Bd036Mdo (www.cert.ssi.gouv.fr)." 


Habgmob bobo~bem Hgbs7d@ogo: fhobgmdo oH- 
bgogena bobgeMd60WM B8MEMaHnNZ Ama BYymMonwModb 
B0dMIMNGH), oMboDHAE Jggyobo 300gMybog- 
GQMomMgd0b bobgdgdb oQgMMnbHgdb LodbgmHM~ 
6y9090d0. HoBgHdO B0dQMAL0YBMMbM|o0b Qod630- 
MoMgd0b LHModHIQN OO LobdgdOb Jggd60 Woo- 
Bym 2002 Bemon@db. hobgnmoab bobgedbaQmb dog 
BNMJ0OYMON BNQdOL Mobobdo@, ZndgMyboyMMmbo~m- 
0OL LHMdHIBN JOO BodbOoMayM AMM0060 ,gMm- 
369m LodbgMMO LAModH|B00b* (Military Strategic 
Guidelines) bo60m0. LHMoH|gRQ00b Jgd_dOBgIoO Wo 
BOLO MQoCMNBO3NO MogZom@Md BgbgMoenyMn Adooob 





11 bog obagmob bobbw@ob bodomomob Ze @g dbo, 
Code pénal (22.07.1992) 
https://www.legislationline.org/download/id/8546/file/France_ 


CC_am012020_fr.pdf 


MM LOHAIgQMob — AgLbodg Wo AQMMb| LoddoMM35- 
MMgdb. AQL0dg LodDDSHMHMZ9MMbL doMoMo@ gQyb- 
JQOOb B9OMdMoMAISL 30dgMLOZM39dO0 Lo~dggm38M 
bodQVJoM|oob 6oMAM|d0 Od Habgnoab Lobo~mbem-~ao- 
HADHMoZabAQEMy|dgm OMBONL Ybogmmbmy|oo0d9g 
BH76Z0. Moy Dggvgd0 AQZMMbD LodDOMMZ,g9MMb, 
BOL BYRBJBO0dN Agw@ob ZndgMbo3ZM39d0 JAghagZgN0m0 
Od 8MgB896309@O Hosab MdgMoR30gdOb Md8{IBd3Z0 
Md BoHoOMHMLBAQEN|S. BZNdgM|ALoAMMoOM|]d009 fo- 
H9MdO OAYZoIoM BobVoabdggdgm@moo YQbHMomyMo 
LoddgDMMO bLodgm, boMo3y Jg@M00b MMEMH3 ydnd- 
Mmgooab bodobobHOmb, obg AQByb0gMQd0M0 Wo Had- 
HMOEODMBZNIMdS LodAbOLHAMOL GoMIAMdoMegbangd0. 
2017 Bob 01 agbabb fobgmdo Bom|gdge@o ogbo 
806M60 Z0dgMALoMMMbmM|d0b Agbobgd. 9MM367- 
MO QLoQamMmbo~Mg|oab BMMGHNZ0M06 B0d0MdO0boHy, 
306Mbob DgJdBab daMoMo@N AMPNZN BoOOd 30d9- 
ObygBggIMAbOHAHOL Mo0GBZ0 gHJ BoggmMygoobeob. 
00 BAMHADM BodZ0GOOd bobgMIAGbNQMb B3MbHMOm- 
MO OHHQMHAHLOZMEQ9dN oMbL|_dgEM dadbgb Logdoo- 
6M0g9d893. DgdQdIOZgOgMMO LAMH|QRQ0NL Mobobdo@ 
d90Jgd60 9.6. ,oJOmob gQomo*, ©MAMaL doMonmo@ 
QVOJGoob abH|_MH|A BMHHQHHQdOb QompmMo300, 
800) HoM|9Z9d0L0B06 3Md8. LobdgdIgbOL M3380 Wo 
06QMMIA300B9 B8@MdOL DgdMYMZ0 6oMIMOBI- 
OL. QoJHMOM0Zd@, 0Z0 JHHAZ0M0 3MbHOOMMo0- 
bo Oo 3g6dQMOL gE. LOLH|IoS. FHOo oOMNHNDHMb, 
Od boGoMOM LOZMHEQdO 06QMMHId300 HobgMab gB0- 
OQHMQLoQMMbmy|dab LaLAGIJdaL Agbobge LogdoMa@ 
d6oMoo. 


HQbgnob QQqwm|gMHo300: OQbgMob QBQ@|gmModGB0O0b 
BOdAMQLOYQMAMOM oa LOLI B0MB399MBNM@ 
Hobgnob AMO@QgEMb oHKab ANdbLaQogbgdygeno0. Lbgo- 
MobbZgo LdggZbodbobyMg0d0 DAgJdbomMood bd8g(30- 
omMoadgogjmo LHAMAIH_M]00, MMIAEM|d0GY oJH0D- 
Mo@ 0MJd9M|9096 B0dgMLAQMMDO. dQMB8g~O 
OHoM~MadogMbgo00b odH0M, HMYbgmo@oH IAMIMo- 
6oMQ 30d9MIAADZI00L LoOyMMb] 8HOMMNH|HD- 
MOD. DOVLAMZ0O oMboadHyAmobo, [30dgMybog- 
MMM gd0b LAQMMIN OMAdHMoaboEMAMa ByYMbAM 
HQgbgmob Q_g@g_gMoR300b AHodIMMAQGHO odZ0Mdo, 
30600M06 Dob oF oggb Agd_IoOBg_IdQEMO LObL|dOb 
B06Z0M0MQ00L 3M639QGQO. LaMoH|gB00b 9gd07- 
003900b BgMbOM 8OM3Z9gMN bod00sgd0L BoOdOe- 
do MyQbLbgwMoL B_QM|gM0300d0 WonByM 2012-2013 
6eng0d0, MMA QLOG MyAbIMaL BY_@_MoGBOOAL 38HJ- 
BOM]JHHAD OOZ0Md YLog“mMmbomgoob ygm@gMd- 
MIM LODLOOVML LooBQ\MMIDBNM HgJdbManMBgNgd- 
89 B009MIAHIZI0OL OMIAMAYLOL, gGoBMMbamyodo0b 
Md d9M9AIOOL C0BZZ0O@o0300b LobAgIOL HodmMyo- 
Mndg00. 2012 B9eDb MoOOHMHLOd AgnooMoM|dyge» 
dom gdd0 AggMM|dIEM DAHodHge0b obo0~mMenyqMo 
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(U.S.CYBERCOM) ,3009 bLoM@mmonb” dggdbo, 
Ho3 8HogHoZIMo 60db6oZ0od 06QMHdo30j9@mo 
QLoyQMMoMgdo0b boZgombgeddn bLdgQR300M]MH bLod- 
bobgMgo0d9 OMdNbaAM|d0b. 2014 Bob 006300- 
do, MgbgMob Q_IMAMoMYMHAd bodgmd QoMnM 
BHb0EHZ0LOMZ0b BOMAMoOEaNbod ,MybQmMOaL QMp_g- 
DOJMo030ob B3odgHMyboQmmbomygsob LbdAMohgB00b 
8M639Q3R300", OMAQMAGY gdbdgMHono od6Mo0n 39 
08004YMQNM]J6O IMMOMZ6Hgdb Oo od6MOo Lbgo- 
MOLOZ0MO09 BddMOBZOd. JNVDIMOZ0O MoZ@o033Z0b 
LodNHALHAMOb 4gd0OBIHEMMd0G0 B0M 3397 Oo- 
HoyMRab HhodIMyoewadgoabo, MyALIMdN daHomo@n 
QVEJBOO Z0dgHMQLoQMMbM|go0o0b ByMbOM, Mybg- 
MOL bdg300m™yMHN bodbobyMgdb (PCB, PCO Oo 
DCTOK) ogobMoom (y8ggmob Mogobo bHM|dH]gM]- 
CO MOHOYMRO Syo3b) Oo QOM0060 BgbHMoamndg- 
09EMN 090MM3Z9MMd0 00 LYQMMGON oH OMbLIOMOL. 

BnVdgMo300 OMIGJHOHMomoadsgojgmmdnabo, 
Defensetech.org-ab OMbo3gdgo0b Mobobdo@~, MybLg- 
00 LOB{IDMoOMN B0dgMAgLod~MyoenModg00M GLMQmo- 
do d9MMbg-dQVOIM) OMAN 030390. Bob Boohb0o 
Ldg300MB|ZOYM = Lobgm@MdbNQM LgAMYAdJhIM|eO, 
MMIMIONY BOdVMOoBZIMZo0boO Od 3M6HMOB39- 
Mgo0b 9693006. 9M-gM0 JDomaobo FAPSI dg0gdb6o 
1991 B9eMbL Mo OM|IO] QBIMQMoemy|M booggbhmb 
boGomMod. ,FAPS! bogdoma Mob_gMyen MMadbOdbo- 
3000, MMAQMLY AQdJoMdb MoMaM|EM|AdIhMMb CD 
0003939089. FAPSI 380®@o080 99390Mg00M|9d0 
BHQBNO|HHL Oo Aobo MobodIMMAQEMMS MoMEOd- 
OM OMJQIOHI0O QQIMQMoeEnygMHn YloyMMmbmygdab 
boogg6HMb 9.6. ,9Q3-gb-d9"-b MoboddMmMdgmmo 
MHo0B3bgb, Moy 00009 AgHYy3g@ |ob, Md ombodbycn 
LOdQQgHHOL, LobdgeIENQM Qlogmmbmygoeab dbHo0g, 
VOOM ]LO 360dZH9EMMOod Jboggoo. 3o06Mb6oOb Mobob- 
do@, FAPSI-ob doa®omo@ AMBZo@MgModgdd0 Jg@Ob 
LOAMoZMMOdM Jbga~mygonb AMALoH|AM|00, Lobg@dbo- 
QO Lon@y_IEMM|dab AgbobZg0boMg0b bg~MdgBYMoOo 
OS MQLIMNOH AMAMOGOMH) MOodoQMycno 3Md7- 


dNsMNMdhHo9B0o: 


GNZ0B3OJ0OL YLoQMMbmM|do. Mybgmab LodbgmMr 
Mod60yMQ900 0Yy96g096 FAPSI-b, Momo gdMdMMmmb 
LOAMOZMMOM Od LodADADOMM BobomygdMo06 oMobob- 
Jgo 909m dgMbgB8gdb. Doma dOMoMo@Ma dNdobN0o 
BMOGMZMH YsOMOAH]LMdS NO6QOMMI30O0L Moddo- 
390000 OS JM|IHMMb QO MINbLoMBZOL oAVo~M- 
d9M0 bobdgdgd0b 3M@bodo.“? 2007-2008 BEmgdn0b 
8M60390900H MyYbLgmMaL 9.6. ,3009 oMdOo" 7000 
BgBOL OMBEMN@d, MYI3 BMbogMye@mo og6gdo go- 
B0M09VOOMO, ™Md OEO|JOL 4Mb60(390g60M, Doma Mo~m- 
©J6M00 Od AgbodemMygoeModemgo0 d60dZ36g9emMMZ60@ 
B8MMOOMND. 

YM39M089 BQIMOMbHNDHAMONOdH + B00MdO0- 
60H, Agbod~Mygodgemnd YoEMbobo~ aMAZ80b, ©MI 
B0dVMOSHdDoOQ~Ma oMoOb LEMHY|@ XX! boysgybob 
800M63930 M06009DMMZ9 ALMAMaMbLMgOb. 080 
QOJHOQVMHIO = QMMo@QgMOa Mobodoymy|dM0g0 
BNIDMMIM|000, MMIAQMALY BAMoMM|dS Yyomsg- 
MOMNAMO Od Bob AQALoAAM|OMo oVBZ0M|]o0- 
CMD 9VOMI0B0MH0 0O0d0069MN Oo DoHghoomyMo 
HQgbya@bob AMdognndgodo, oboeno QlogQmmbmygoob 
Lobdgdg00b M069MBZ0 Od LEMMON 3009M]L0Q- 
M@MoOMg60Ob 8BMEnaGHOZOL BdhdM]d0. dOMMOHM- 
0bM@|9MO }96Mg9630900 Anobndbygob, Md AMdD- 
B0E0d0 30d9MLNZM3N 30O93Z IBOO Dobddhodyjmo 
B00O9d0, M03 Z0dM0G38g8b Lobgm@MAdABNQM bLAM|I- 
HIAMQ0OL AAHOM MOocIAMZ0@goymMyoob 06QMHdo- 
309M dgJ6bMeMMRg09089, bDMEMM OMbNDHAMO Bo 
B00O9d0 OboO~M M0b{Zg00bo Oo boQmMbggd0b Bo- 
MIMJIGBOL LOQYIZ9MO. 0dMQJH0O oVyZomyogmoo 
BOdQHMQL0QMMbMg600b obgma AMJboe~a bobdg- 
Ag00bo Mod Aggobadsdge0b JAgJdbo, MMIAM|0G 
J9BQBIIHIMOO Qsobyog096 obo~ gBd00MH3g8gdbo Wo 
8MH96R30NH LOQMMb|gob. 
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